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Overview
A maturity beyond his years helped Will Sargeant, of 
consultancy firm qedis, rescue train operator East Coast 
Mainline Ltd (ECML).
 He needed to help the client secure its customers’ 
payment card data and become compliant with the 
International Payment Card Industry’s Data Security 
Standard (PCI DSS), which all merchants who allow their 
customers to pay with cards must adopt. 
 Failure to comply or to actively work towards 
compliance can lead to significant fines, damaged 
relationships with banks, risk of brand damage and even 

being unable to accept card payments.
 ECML’s first submission to show PCI DSS compliance 
levels and outline plans towards full compliance was 
required by 17 June, 2010. Three weeks before this, 
however, the level of compliance wasn’t known and there 
was no project team, let alone a delivery plan.
 Will had first to learn about PCI DSS, then establish and 
manage a project to turn this around. And the success of 
his approach is shown by the fact that, when he handed the 
project over to an ECML project manager, the client had by 
far the highest PCI DSS compliance level in its industry.
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Objectives 
The key objective of the project was to help ECML 
quickly secure customers’ payment card data and become 
compliant with the standard. The journey for the client 
to reach this point was complex, with over 800 specific 
requirements focused on technical and people aspects. 
 Will therefore initially structured the project into three 
phases, each with specific targets. Phase 1 involved laying the 
foundations, assessing what needed to be done and putting 
in place a framework for achieving it. Phase 2 was designed 
to deliver large-scale change. Finally, Phase 3 involved 
embedding processes and managing suppliers’ compliance.

Resources
Will’s role as project manager was to initiate the project to 
become PCI DSS compliant. He began by rapidly assessing 
the changes that would be needed within each function to 
secure compliance, and to do this, he called on specialist 
knowledge from a Qualified Security Assessor, using 
information security risk management specialist, ECSC Ltd.
 With regard to finances, a large part of Will’s role 
during each project phase was to create the necessary 
business cases. Costs for each work package were created 
and rigorously checked with the project team and all 
necessary stakeholders to ensure accuracy. 
 In June 2010 the total programme spend was projected 
to be up to £1.4m. As of March 2011 innovative planning 
and financial rigour saw the total spend capped at £943,000.
 In order to maintain project compliance levels throughout 
the project, Will created an innovative mapping tool to show 
how each of the 800+ PCI DSS requirements were to be 
met by each of the 14 payment systems in use. 

Challenges
At the start of the project, ECML had a serious problem. 
It needed to show its acquiring bank, HSBC, that it 
was actively working towards compliance, but with the 
deadline for its first submission just three weeks away.
 The risks from not providing a submission were severe; 
non-compliance – or not actively working towards becoming 
compliant – can lead to significant fines, risk of brand damage 

and ultimately not being able to accept card payments.
 Will was brought in to kick start the project and save 
ECML from these risks, and to do this, he needed to get 
up to speed with the intricacies of PCI DSS and set up a 
project to put in place the required level of compliance. So 
for him, the start of the project entailed both a tight time 
scale and a steep learning curve.

Co-ordination 
As mentioned earlier, Will helped ensure all the different 
teams and stakeholders involved during each phase 
understood what was required by creating a mapping 
tool. This was used daily by the project team and those 
supporting the project within the wider organisation. As 
well as showing how each of the requirements was to be 
met by the 14 payment systems in use, the tool was used 
to show the projected compliance level and the impact of 
delivering key changes at different times. This functionality 
was used to build stakeholder buy-in and secure funding 
for the wider programme. 
 Phase 2 of the project entailed the delivery of 
large-scale change and implementing significant work 
packages, including a large-scale network segmentation 
and the introduction of all policies necessary within 
PCI DSS. Delivery focused on two main areas; large IT 
changes, including a network segmentation work package, 
and the implementation of varied policies and processes 
impacting every member of the organisation.
 Will managed the necessary IT changes, dealing directly 
with the engineers onsite and all five suppliers involved. 
He also drove the creation and implementation of six 
new policies and many associated procedures by using 
an innovative communication programme. This included 
giving a presentation to all employees at Head Office with 
a quiz and prizes. He also created a bright and attention-
grabbing brief for distribution to all on board employees. 
Then, in Phase 3, Will planned and implemented a 
handover of the project to an internal project manager. 
This was completed over a two-week timeframe. 

Successes 
Will’s management and personal delivery saw ECML 
compliance level increase by more than double that of any 
other organisation in the industry and the largest increase 
seen by HSBC for any organisation of this scale within this 
timeframe. This significant turnaround was also achieved 
well within budget. In June 2010 the total programme 
spend was projected to be up to £1.4m. As of March 2011 
innovative planning and financial rigour have seen the total 
spend capped at £943,000. 
 All the policies required for compliance were created and 
implemented by Will. In particular, all electronic payment 
card data has been isolated on to a new IT network.
 Finally, Will achieved the client’s goal of handing over 
the project to an internal project manager, and to date, 
reports qedis, the project continues to deliver as planned.
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For more details on the awards and how to enter or attend, visit 
www.apm.org.uk/awards.asp or email awards@apm.org.uk

The APM Project Management Awards have been celebrating 
project management excellence since 1993 and the broad range 
of categories is designed to make entry possible for projects and 
companies of all sizes and complexity.

The awards reflect the invaluable contribution project managers 
make in all sectors of society and the event provides an opportunity 
for industry professionals to meet with colleagues and entertain 
guests as well as celebrate at one of the year’s most exciting events.

Highly regarded in the project management industry, the awards 
reflect the dedication and talent that helps to shape the project 
management community and the world around us. The finalists, 
winners and sponsors of the awards attract national publicity for 
their achievement and involvement. Winning an award provides 
invaluable recognition and kudos to the careers of winners.
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